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A.A. 2022/2023

Universita degli Studi del Sannio — Dipartimento di Ingegneria (DING) — Corso
di Laurea in Ingegneria Civile — CORSO DI ELEMENTI DI INFORMATICA
(6 CFU) - SSD ING-INF/05

Codifica dell’informazione, Algebra Booleana, Principi di Funzionamento di un
Calcolatore, Introduzione alla Programmazione, Introduzione ai Sistemi
Operativi

Universita degli Studi del Molise — Dipartimento di Bioscienze e Territorio —
Corso di Laurea Magistrale in Sicurezza dei Sistemi Software — CORSO DI
SOCIAL ENGINEERING (MODULO DI SECURITY GOVERNANCE) (5
CFU) - SSD ING-INF/05

Introduzione alla Social Engineering, Social Engineering e sicurezza umana,
Ethical Hacking, Attacchi DoS e Attacchi in ambiente mobile, Social Engineering
in ambiente cloud e IoT

A.A. 2021/2022

Universita degli Studi del Sannio — Dipartimento di Ingegneria (DING) — Corso
di DOTTORATO DI RICERCA IN TECNOLOGIE DELL’INFORMAZIONE PER
L’INGEGNERIA — CORSO DI SICUREZZA DEI SISTEMI (2 CFU) - SSD
ING-INF/05

Social Engineering e Security in ambiente cloud e IoT

Universita degli Studi del Sannio — Dipartimento di Scienze e Tecnologie (DST)
— Corso di Laurea in Scienze Biologiche — CORSO DI FONDAMENTI DI
INFORMATICA (6 CFU) - SSD ING-INF/05

Codifica dell’informazione, Algebra Booleana, Principi di Funzionamento di un
Calcolatore, Introduzione alla Programmazione, Introduzione ai Sistemi
Operativi

Universita degli Studi del Molise — Dipartimento di Bioscienze e Territorio —
Corso di Laurea Magistrale in Sicurezza dei Sistemi Software — CORSO DI
SOCIAL ENGINEERING (MODULO DI SECURITY GOVERNANCE) (5
CFU) - SSD ING-INF/05
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Introduzione alla Social Engineering, Social Engineering e sicurezza umana,
Ethical Hacking, Attacchi DoS e Attacchi in ambiente mobile, Social Engineering
in ambiente cloud e IoT

A.A. 2020/2021

Universita degli Studi del Molise — Dipartimento di Bioscienze e Territorio —
Corso di Laurea Magistrale in Sicurezza dei Sistemi Sofiware — CORSO DI
SOCIAL ENGINEERING (MODULO DI SECURITY GOVERNANCE) (5
CFU) - $SD ING-INF/05

Introduzione alla Social Engineering, Social Engineering e sicurezza umana,
Ethical Hacking, Attacchi DoS e Attacchi in ambiente mobile, Social Engineering
in ambiente cloud e IoT

A.A. 2019/2020

Universita degli Studi del Sannio — Dipartimento di Scienze e Tecnologie (DST)
— Corso di Laurea in Scienze Geologiche — CORSO DI FONDAMENTI DI
INFORMATICA (9 CFU) - SSD ING-INF/05

Codifica dell’informazione, Algebra Booleana, Principi di Funzionamento di un
Calcolatore, Introduzione alla Programmazione, Introduzione ai Sistemi
Operativi

Dall’A.A. 2015/2016 all’A.A. 2017/2018

Universita degli Studi del Sannio — Dipartimento di Ingegneria —
CORSO DI DOTTORATO DI RICERCA in “Tecnologie della Informazione per
I’Ingegneria” - XXXI CICLO

Applicazioni di Metodi Formali alla Sicurezza Informatica. Applicazione della
tecnica del Model Checking per il riconoscimento delle famiglie di malware in
Android.

Dall’A.A. 2010/2011 all’A.4. 2013/2014

Universita degli Studi del Sannio — Facolta di Ingegneria — Corso di Laurea
Magistrale in Ingegneria Informatica.

Ricerca Operativa, Gestione dell’innovazione e dei progetti, Soft Computing,
Ingegneria del Software, Architettura e Sistemi Software Distribuiti, Elettronica
dei Sistemi Integrati Digitali, Sicurezza delle Reti e dei Sistemi Software, Metodi
e sistemi per il trattamento di dati multimediali, Sistemi Concorrenti, Algoritmi e
Strutture Dati, Sistemi Discreti, Linguaggi di Programmazione e Compilatori.

Laurea Magistrale in Ingegneria Informatica
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Voto 106/110

Model checking probabilistico per l’inferenza di reti geniche.

Dall’A.A. 2005/2006 all’A.A. 2009/2010

Universita degli Studi del Sannio — Facolta di Ingegneria — Corso di Laurea
Triennale in Ingegneria Informatica.

Elementi di Informatica, Programmazione, Analisi I e II, Fisica I e II, Inglese,
Architetture e Sistemi Software Distribuiti, Programmazione di Sistema, Reti
Logiche, Calcolatori Elettronici, Elettrotecnica, Elettronica Analogica e Digitale

Laurea Triennale in Ingegneria Informatica

Voto 102/110

L’impatto delle caratteristiche hardware sulle prestazioni dei programmi MPI:
un caso di studio basato su benchmarks.

Dall’A.S. 2000/2001 all’A.S. 2004/2005

Liceo Scientifico “Giuseppe Checchia Rispoli” — San Severo (FG)

Matematica, Fisica, Inglese, Geografia Astronomica, Biologia, Chimica,
Disegno.

Maturita Scientifica

Voto 80/100

2005

AICA -Associazione Italiana per I’ Informatica ed il Calcolo Automatico
Concetti di base della IT, Uso del computer — Gestione file, Elaborazione testi,

Foglio elettronico, Database, Presentazione, Reti informatiche — Internet.

European Computer Driving Licence (ECDL)
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ARTICOLI A RIVISTA (ARTICLE)

[1] Vittoria Nardone, Biruk Asmare Muse, Mouna Abidi, Foutse Khomh, and
Massimiliano Di Penta. 2022. Video Game Bad Smells: What they are and how
Developers Perceive Them. ACM Trans. Sofiw. Eng. Methodol. Just Accepted
(September 2022). [ bib | DOI | http ]

[2] Fabio Martinelli, Francesco Mercaldo, Vittoria Nardone and Antonella Santone,
Driver Identification Through Formal Methods, in IEEE Transactions on
Intelligent Transportation Systems, vol. 23, no. 6, pp. 5625-5637, June 2022. [ bib |
DOI | hiip ]

[3] Fabio Martinelli, Francesco Mercaldo, Vittoria Nardone, Antonella Santone,
Gigliola Vaglini. Model checking and machine learning techniques for
HummingBad mobile malware detection and mitigation. Simulation Modelling
Practice and Theory. Volume 105, 2020. [ bib | DOI | http ]
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https://doi.org/10.1016/j.simpat.2020.102169
https://www.sciencedirect.com/science/article/pii/S1569190X20301088?via=ihub

[4] Fabio Martinelli, Francesco Mercaldo, Albina Orlando, Vittoria Nardone,
Antonella Santone, and Arun Kumar Sangaiah. Human behavior characterization
for driving style recognition in vehicle system. Computers and FElectrical
Engineering. Volume 83, 2020. [ bib | DOI | http ]

[6] Gerardo Canfora, Fabio Martinelli, Francesco Mercaldo, Vittoria Nardone,
Antonella Santone, and Corrado Aaron Visaggio. Leila: formal tool for identifying
mobile malicious behaviour. IEEE Transactions on Software Engineering, vol. 45,
no. 12, pp. 1230-1252, 1 Dec. 2019. [ bib | DOI | http ]

[6] Maria Francesca Carfora, Fabio Martinelli, Francesco Mercaldo, Vittoria
Nardone, Albina Orlando, Antonella Santone, and Gigliola Vaglini. A "pay-how-
you-drive" car insurance approach through cluster analysis. Soft Comput 23,
2863-2875 (2019). [ bib | DOI | http ]

[7] Vittoria Nardone, Antonella Santone, Massimo Tipaldi, Davide Liuzza, and Luigi
Glielmo. Model checking techniques applied to satellite operational mode
management. IEEE Systems Journal, vol. 13, no. 1, pp. 1018-1029, March 2019.
[ bib | DOI | http |

[8] Fabio Martinelli, Francesco Mercaldo, Vittoria Nardone, Albina Orlando,
Antonella Santone, Gigliola Vaglini. Model Checking Based Approach for
Compliance Checking. Information Technology and Control 48.2 (2019): 278-298.
[ bib| DOI | hitp ]

[9] Aniello Cimitile, Francesco Mercaldo, Vittoria Nardone, Antonella Santone, and
Corrado Aaron Visaggio. Talos: no more ransomware victims with formal methods.
Int. J. Inf. Secur. 17, 719-738 (2018). [ bib | DOI | http ]

[10] Fabio Martinelli, Francesco Mercaldo, Vittoria Nardone, Antonella Santone,
Arun Kumar Sangaiah, and Aniello Cimitile. Evaluating model checking for cyber
threats code obfuscation identification. Journal of Parallel and Distributed
Computing. Volume 119, 2018, Pages 203-218. [ bib | DOI | http ]

ARTICOLI A CONFERENZA (CONFERENCE PAPER)

[1] Fiorella Zampetti, Vittoria Nardone, Massimiliano Di Penta. Problems and
Solutions in Applying Continuous Integration and Delivery to 20 Open-Source
Cyber-Physical Systems. In Proceedings of the 19th International Conference on
Mining Software Repositories (pp. 646-657) 2022. [ bib | DOI | http ]
PRESENTED

[2] Antonio Borrelli, Vittoria Nardone, Giuseppe Antonio Di Lucca, Gerardo Canfora,
and Massimiliano Di Penta. Detecting Video Game-Specific Bad Smells in Unity
Projects. In Proceedings of the 17th International Conference on Mining Software
Repositories (pp. 198-208), 2020. [ bib | DOI | http ] PRESENTED

[3] Rosangela Casolare, Fabio Martinelli, Francesco Mercaldo, Vittoria Nardone &
Antonella Santone. Colluding Android Apps Detection via Model Checking. Web,
Artificial Intelligence and Network Applications: Proceedings of the Workshops of
the 34th International Conference on Advanced Information Networking and
Applications (WAINA-2020). [ bib | DOI | http ]

[4] Fabio Martinelli, Francesco Mercaldo, Vittoria Nardone, Antonella Santone &
Gigliola Vaglini. Model Checking to Detect the Hummingbad Malware. In:
Intelligent Distributed Computing XIII. Springer International Publishing, 2020. p.
485-494. [ bib | DOI | htp |

[6] Pasquale Avino, Francesco Mercaldo, Vittoria Nardone, Ivan Notardonato and
Antonella Santone. Machine Learning to Identify Gender via Hair Elements. 2019
International Joint Conference on Neural Networks (IJCNN), Budapest, Hungary,
2019, pp. 1-7. [ bib | DOI | hitp ]

[6] Antonio Borrelli, Giuseppe Antonio Di Lucca, Vittoria Nardone and Antonella
Santone. Formal Verification of Radio Communication Management in Railway
Systems Using Model Checking Technique. 2019 IEEE 28th International
Conference on Enabling Technologies: Infrastructure for Collaborative Enterprises
(WETICE), Napoli, Italy, 2019, pp. 249-254. [ bib | DOI | http ] PRESENTED

[7] Cinzia Bernardeschi, Francesco Mercaldo, Vittoria Nardone and Antonella
Santone. Exploiting Model Checking for Mobile Botnet Detection. Procedia
Computer Science, Volume 159, 2019, Pages 963-972. [ bib | DOI | http ]

[8] Giovanni Capobianco, Umberto Di Giacomo, Francesco Mercaldo, Vittoria
Nardone and Antonella Santone. Can Machine Learning Predict Soccer Match
Results? In: ICAART (2). 2019. p. 458-465. [ bib | DOI | http ]
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http://dx.doi.org/10.1109/TSE.2018.2834344
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https://doi.org/10.1007/s00500-018-3274-y
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http://dx.doi.org/10.1109/JSYST.2018.2793665
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https://doi.org/10.5755/j01.itc.48.2.21724
https://doi.org/10.1007/s10207-017-0398-5
https://doi.org/10.1007/s10207-017-0398-5
https://doi.org/10.1016/j.jpdc.2018.04.008
https://doi.org/10.1016/j.jpdc.2018.04.008
https://doi.org/10.1145/3524842.3527948
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https://doi.org/10.1145/3379597.3387454
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https://doi.org/10.1007/978-3-030-44038-1_71
https://doi.org/10.1007/978-3-030-44038-1_71
https://doi.org/10.1007/978-3-030-32258-8_57
https://doi.org/10.1007/978-3-030-32258-8_57
https://doi.org/10.1109/IJCNN.2019.8851914
https://doi.org/10.1109/IJCNN.2019.8851914
https://doi.org/10.1109/WETICE.2019.00060
https://doi.org/10.1109/WETICE.2019.00060
https://doi.org/10.1016/j.procs.2019.09.263
https://doi.org/10.1016/j.procs.2019.09.263
https://doi.org/10.5220/0007307504580465
https://doi.org/10.5220/0007307504580465

[9] Fausto Fasano, Fabio Martinelli, Francesco Mercaldo, Vittoria Nardone and
Antonella Santone. Spyware Detection using Temporal Logic. In Proceedings of the
Sth International Conference on Information Systems Security and Privacy (ICISSP
2019), pages 690-699. [ bib | DOI | http ] PRESENTED
[10] Fabio Martinelli, Francesco Mercaldo, Vittoria Nardone, Albina Orlando,
Antonella Santone, and Gigliola Vaglini. Safety critical systems formal verification
using execution traces. In 27th IEEE International Conference on Enabling
Technologies: Infrastructure for Collaborative Enterprises, WETICE 2018, Paris,
France, June 27-29, 2018, pages 247--250, 2018. [ bib | DOI | http ]
PRESENTED

[11] Fabio Martinelli, Francesco Mercaldo, Vittoria Nardone, Albina Orlando, and
Antonella Santone. Context-awareness mobile devices for traffic incident
prevention. 2018 IEEE International Conference on Pervasive Computing and
Communications Workshops (PerCom Workshops), Athens, Greece, 2018, pp.
143-148. [ bib | DOI | http |

[12] Fabio Martinelli, Francesco Mercaldo, Vittoria Nardone, Antonella Santone, and
Gigliola Vaglini. Real-time driver behaviour characterization through rule-based
machine learning. In Computer Safety, Reliability, and Security - SAFECOMP
2018 Workshops, ASSURE, DECSoS, SASSUR, STRIVE, and WAISE, Visteras,
Sweden, September 18, 2018, Proceedings, pages 374--386, 2018. [ bib | DOI |
htp ]

[13] Fabio Martinelli, Francesco Mercaldo, Vittoria Nardone, Albina Orlando, and
Antonella Santone. Cluster analysis for driver aggressiveness identification. In
Proceedings of the 4th International Conference on Information Systems Security
and Privacy, ICISSP 2018, Funchal, Madeira - Portugal, January 22-24, 2018.,
pages 562--569, 2018. [ bib | DOI | http ]

[14] Fabio Martinelli, Francesco Mercaldo, Vittoria Nardone, Albina Orlando, and
Antonella Santone. Who's driving my car? A machine learning based approach to
driver identification. In Proceedings of the 4th International Conference on
Information Systems Security and Privacy, ICISSP 2018, Funchal, Madeira -
Portugal, January 22-24, 2018., pages 367--372, 2018. [ bib | DOI | hitp |

[15] Fabio Martinelli, Francesco Mercaldo, and Vittoria Nardone. Identifying insecure
features in android applications using model checking. In Proceedings of the 4th
International Conference on Information Systems Security and Privacy, ICISSP
2018, Funchal, Madeira - Portugal, January 22-24, 2018., pages 589--596, 2018.
[ bib | DOI | http ] PRESENTED

[16] Fabio Martinelli, Francesco Mercaldo, Vittoria Nardone, and Antonella Santone.
Malware and formal methods: Rigorous approaches for detecting malicious
behaviour. In Proceedings of the 12th International Conference on Availability,
Reliability and Security, Reggio Calabria, Italy, August 29 - September 01, 2017,
pages 76:1--76:6, 2017. [ bib | DOI | http ]

[17] Fabio Martinelli, Francesco Mercaldo, Vittoria Nardone, and Antonella Santone.
Car hacking identification through fuzzy logic algorithms. In 2017 IEEE
International Conference on Fuzzy Systems, FUZZ-IEEE 2017, Naples, Italy, July
9-12, 2017, pages 1--7, 2017. [ bib | DOI | http ]

[18] Aniello Cimitile, Fabio Martinelli, Francesco Mercaldo, Vittoria Nardone, and
Antonella Santone. Formal methods meet mobile code obfuscation identification of
code reordering technique. In 26th IEEE International Conference on Enabling
Technologies: Infrastructure for Collaborative Enterprises, WETICE 2017,
Poznan, Poland, June 21-23, 2017, pages 263--268, 2017. [ bib | DOI | http ]

[19] Fabio Martinelli, Francesco Mercaldo, Vittoria Nardone, and Antonella Santone.
Twinkle twinkle little droiddream, how i wonder what you are? 2017 IEEE
International Workshop on Metrology for AeroSpace (MetroAeroSpace), Padua,
Italy, 2017, pp. 21-25. [ bib | DOI | http ] PRESENTED

[20] Aniello Cimitile, Fabio Martinelli, Francesco Mercaldo, Vittoria Nardone,
Antonella Santone, and Gigliola Vaglini. Model checking for mobile android
malware evolution. In 5th IEEE/ACM International FME Workshop on Formal
Methods in Software Engineering, FormaliSE@ICSE 2017, Buenos Aires,
Argentina, May 27, 2017, pages 24--30, 2017. [ bib | DOI | http | PRESENTED

[21] Fabio Martinelli, Francesco Mercaldo, Vittoria Nardone, and Antonella Santone.
How discover a malware using model checking. In Proceedings of the 2017 ACM
on Asia Conference on Computer and Communications Security, AsiaCCS 2017,
Abu Dhabi, United Arab Emirates, April 2-6, 2017, pages 902--904, 2017. [ bib |
DOI | hitp ]
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[22] Vittoria Nardone and Corrado Aaron Visaggio. "Mirror, mirvor on the wall, who is
the fairest one of all?" - machine learning versus model checking: A comparison
between two static techniques for malware family identification. In Proceedings of
the 3rd International Conference on Information Systems Security and Privacy,
ICISSP 2017, Porto, Portugal, February 19-21, 2017., pages 663--672, 2017.
[ bib | DOI | http | PRESENTED

[23] Fabio Martinelli, Francesco Mercaldo, Vittoria Nardone, Antonella Santone, and
Corrado Aaron Visaggio. Identifying mobile repackaged applications through
formal methods. In Proceedings of the 3rd International Conference on Information
Systems Security and Privacy, ICISSP 2017, Porto, Portugal, February 19-21,
2017., pages 673--682, 2017. [ bib | DOI | hitp ] PRESENTED

[24] Francesco Mercaldo, Vittoria Nardone, and Antonella Santone. Diabetes mellitus
affected patients classification and diagnosis through machine learning techniques.
In Knowledge-Based and Intelligent Information & Engineering Systems.
Proceedings of the 21st International Conference KES-2017, Marseille, France,
6-8 September 2017., pages 2519--2528, 2017. [ bib | DOI | http ]

[25] Francesco Mercaldo, Vittoria Nardone, and Antonella Santone. Ransomware inside
out. In 11th International Conference on Availability, Reliability and Security,
ARES 2016, Salzburg, Austria, August 31 - September 2, 2016, pages 628--637,
2016. [ bib | DOI | htip ]

[26] Vittoria Nardone, Antonella Santone, Massimo Tipaldi and Luigi Glielmo.
Probabilistic model checking applied to autonomous spacecraft reconfiguration.
2016 IEEE Metrology for Aerospace (MetroAeroSpace), Florence, Italy, 2016, pp.
556-560. [ bib | DOI | http ] PRESENTED
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